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Online Safety
Policy statement
South Hills Nursery recognises that more children in the early years and now more digitally savvy than ever before. We all play an essential role in helping young children learn the foundations of safe online behaviour. Even if children don’t have access to technology within our settings, they may be using it at home, with their friends or in other public spaces. Children are naturally curious in understanding the world we live in; it is South Hills staff’s responsibility to enable them to do so, including helping them to recognise the value of technology and use it safely. Role modelling safe use of the internet should become part of our everyday practice. Children play online games, use apps, have household items with voice control, and have access to watches and phones, all with online access. Technology is everywhere, and healthy practices will be used in our settings, along with parental guidance, should ensure children know how to keep themselves safe online.
Procedure
Managers will;
· Ensure online safety is recognised as part of the setting’s safeguarding responsibilities - the Designated Safeguarding Lead (DSL) should take lead responsibility for online safety concerns.

· Online safety concerns are reported to the DS/DDSL, recorded and actioned.
· DSLs and staff should know how to contact:

· the Integrated Front Door (IFD)   if they have a safeguarding concern about a child;

· the Internet Watch Foundation (IWF) if settings need to report illegal images (child sexual abuse material);

· the Child Exploitation and Online Protection centre (CEOP) if they are worried about online abuse or the way that someone has been communicating online;

· the UK Safer Internet Centre Helpline for Professionals or the NSPCC for further information.

· Children are enabled (at a level appropriate to their age and ability) to share online concerns

· Provide new parents registering their child with a guide on staying safe online at home leaflet

· They are aware of how and why technology is used within the setting by staff and children. This should include types and number of devices, if they are connected to the internet and if so, how (e.g. Wi-Fi)

· Appropriate filtering and monitoring are in place and the setting has documented how decisions have been made; advice regarding appropriate filtering and monitoring is available from the UK Safer Internet Centre
· Access to setting’s devices is managed and monitored

· Setting’s devices are kept securely and in line with data protection requirements.

· Personal data is managed securely online, in accordance with the statutory requirements of the General Data Protection Regulations (GDPR) and Data Protection legislation. This includes considerations given to the use of Nursery In A Box, EyLog and Tapestry apps.

All staff will;
· Complete ‘online safety’ training annually 

· Always supervise children when they are using technology and accessing the internet. Use devices that belong to the setting and never use your personal devices.

· Check websites, apps and search results, and understand age ratings.

· Ensure safety and privacy settings are set at the highest level.

· Set age-appropriate time limits;

World Health Organisation (WHO) recommends:

· under 1: screen time is not recommended
· 1-year-olds: sedentary screen time (such as watching TV or videos, playing computer games) is not recommended
· 2-year-olds: sedentary screen time should be no more than 1 hour; less is better
· Age 3-4: sedentary screen time should be no more than 1 hour; less is better

· Model safe internet use and language, and allow children to follow your example when using it themselves. Talk to the children about keeping safe online and what to do if they are worried.

· If using IT equipment with children and going online, you must understand and show how it supports children’s learning and development and be able to explain this to children, parents and other professionals.

· Conduct regular checks of all equipment to ensure appropriate access and use.

· Communicate with parents and share information about online safety with them.

· Consider what online risks children may be exposed to at home, e.g., vulnerability to radicalisation or other safeguarding risks.

· Know how to ask for advice when needed and where to find advice online.

· Keep up to date through training and research annually and be aware of the benefits and risks to children. 
Support for parents;
Some parents may not be aware of the risks associated with internet use for children. Adults can unwittingly expose them to age-inappropriate material. Some children may be neglected due to parents' excessive use of the internet via phones, games or other preoccupations. Parents can also fail to protect children online if they don’t have the appropriate settings and privacy. Staff will ensure;

· All parents are given the https://primarysite-prod-sorted.s3.amazonaws.com/blackpoolcofe/UploadedDocument/ab0c476a85954a7ab79b582fd24627a3/keeping-under-fives-safe-online2.pdf  leaflet to support their knowledge of how to keep their children safe online at home.
· Information is shared on our website https://www.southhillsnurseries.co.uk/ for prospective parents to view. 
· Are given opportunities to develop their knowledge of online safety issues for early years children.
· Are offered support to help them talk about online safety with their children in an age appropriate way.
· Are signposted to appropriate sources of support regarding online safety at home.
· Are supported if they experience an online safety concern.
Further guidance
FOR STAFF

· https://www.gov.uk/government/publications/safeguarding-children-and-protecting-professionals-in-early-years-settings-online-safety-considerations/safeguarding-children-and-protecting-professionals-in-early-years-settings-online-safety-guidance-for-practitioners 

· https://www.gov.uk/government/publications/safeguarding-children-and-protecting-professionals-in-early-years-settings-online-safety-considerations/safeguarding-children-and-protecting-professionals-in-early-years-settings-online-safety-considerations-for-managers 

· https://www.eyalliance.org.uk/sites/default/files/early-years-practitioners-using-cyber-security-to-protect-your-settings.pdf 
· https://www.childnet.com/resources/digiduck-stories/ 
FOR PARENTS
· https://www.internetmatters.org/wp-content/uploads/2023/01/Internet-Matters-Age-Guide-0-5s-Jan23.pdf 

· https://www.childnet.com/resources/digiduck-stories/ 

· https://www.internetmatters.org/wp-content/uploads/2019/05/Internet-Matters-Guide-Gaming-advice-PreSchool.pdf 
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